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At dinCloud, we take all precautions possible to 
detect and respond to incidents before they devel-
op into unplanned interruptions. Our Business 
Continuity Program is one component of our 
overall operational strategy and process. Addition-
al components include the robust design and 
construction of our International Business 
ExchangeTM (IBX® data center) locations, our 
Standard Operating Procedures (SOPs), and 
experts trained to respond to a variety of events. 
In addition, dinCloud employs expert third parties 
to provide support as needed.

The dinCloud Business Continuity Program 
follows an industry best practice model for gover-
nance, documentation and exercises. The 
program is sponsored by the Chief Technology 
and Innovation O�cer, and is governed by the 
Business Continuity Program Executive Steering 
Committee, consisting of dinCloud executives and 
subject matter experts who meet at least once per 
calendar quarter. The Executive Steering Commit-
tee maintains visibility into the inner workings of 
the Business Continuity Program, receives regu-
lar updates/reports regarding program progress 
and testing results and provides program direction 
and support. In addition, the Business Continuity 
Program is a regular subject of discussion within 
our committee.

Introduction

dinCloud provides redundant Cloud infrastructure 
which is distributed across various datacenters in 
multiple regions. This provides dinCloud the ability 
to provide secure hosting of virtual desktops and 
applications across any of its datacenters and 
regions with the ability to failover and recover in 
case of any disaster.

dinCloud Infrastructure

In order to achieve high level of redundancy, 
failover capabilities and disaster recovery for 
internal as well as its customer applications, 
dinCloud’s infrastructure and its planning is segre-
gated into four parts.

dinCloud hosts its infrastructure with Equinix and 
currently has its services distributed in two Geo-
graphic and Availability zones in Los Angeles and 
Chicago with plans to add Singapore and Dublin 
soon. dinCloud has the capability of using any of 
the 100 + Equinix datacenters around the globe 
depending on its customer needs and require-
ments.

These facilities are Tier III+/Tier IV datacenters 
with redundant power feeds, backup power feeds, 
cooling redundancy, Fire Suppression, Man Trap 
entries, 24x7 guards, bio-metric access and 
CCTV recordings.
The datacenters have average uptime track 
record of > 99.9999% globally and are compliant 
with industry standards certifications including 
SOC-2 Type II, ISO 27100, HIPPA and PCI.This 
allows dinCloud’s customers to enjoy the benefits 
of geographically distributed hosting and extreme-
ly secure, redundant and highly available infra-
structure and services as well as the ability to 
secure the data and its access based on their 
policies.

Datacenter and Geographic
Redundancy
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dinCloud is responsible for handling emergency 
response for data center sites occupied by the 
company. This responsibility is assumed by the 
landlord’s building management where dinCloud 
occupies space in a multi-tenant building. All IBX 
data centers follow SOPs (e.g., engineering, 
emergency, security, site operations, etc.) which 
detail the immediate responses to be taken by 
employees when an incident occurs. These 
procedures are designed to prevent or minimize 
physical injury and to ensure the integrity of the 
facilities and property.

Evacuation tests are conducted annually to 
ensure sta� compliance and familiarity with docu-
mented procedures. Our colocation facilities 
comply with all country, and local, municipality 
codes, regulations and requirements, including 
occupational safety and health standards.

We use state of the art Cisco switches, routers 
and firewalls for increased resilience and produc-
tivity. The network infrastructure has been 
designed for performance and redundancy. The 
low latency network gear delivers maximum 
uptime for infrastructure and customer environ-
ments. Keeping in mind maximum uptime, we 
have redundant gigabit internet links for all of our 
datacenters configured over a BGP session. The 
ASN and IP addresses are advertised in all data 
centers. The data center to data center connectiv-
ity is on a gigabit MPLS circuit. Before putting the 
network gear in production, we perform stress 
tests for network throughput, latency and burst 
tra�c.

LAN and WAN Connectivity

dinCloud’s LAN and WAN is designed with best 
practices to achieve redundancy, high availability, 
scalability, security and performance with data-
center Class Cisco Hardware and software. All 
network components in Access, Aggregation, 
Core and Edge layers are redundant and config-
ured to load balance for optimal performance. 

All the datacenters are connected with secure 
private connections through Equinix Cloud 
Exchange which provides full mesh low latency 
access across all the datacenters and optionally 
to customer’s premises. These are backed up by 
auto failover Site to Site VPN tunnels. 
dinCloud has its own IP space which is advertised 
to multiple ISPs at each datacenter through BGP 
which provides dinCloud control over routing the 
traffic across the datacenters as well as load 
balancing and failover capabilities. 

In addition, dinCloud provides other connectivity 
options such as MPLS, IPLCs and SD WAN 
connectivity depending on customer require-
ments.
This lets customers access their applications and 
connect with their partners through various low 
latency and secure network paths.

This design helps dinCloud and its customers 
accelerate business performance by connecting 
them to their resources hosted inside the world’s 
most-networked data centers with full redundancy 
and auto failover.
The figure 3 below, provides details of the virtual 
data-center environment set-up for Customers
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dinCloud utilizes Enterprise Class Nutanix Hyper-converged infrastructure (Figure 1) to provide Cloud 
services to its customers with built in redundancy, failover, snapshots and disaster recovery functional-
ities. This design simplifies the operations to provide highly available, secure, scalable and high-perfor-
mance infrastructure and services for its customers.  All customer workloads run on fast Intel CPUs, high 
speed DDR4 Memory and SSD drives. dinCloud upgrades its hardware and technology stack to provide 
customers with the latest and greatest infrastructure without customers having to worry about it.  With its 
self-service Cloud portal and spare capacity available in all datacenters, customers can upgrade their 
resources and provision new resources within minutes and migrate their applications and data as desired 
to its datacenters of choice which can be very useful for various use cases including faster on-boarding, 
burst capacity planning, disaster avoidance and testing. 

Virtual machines are set up to auto- failover to redundant hardware configured to prevent any outages. 
Polices are in place to take daily automated snapshots and flexible retention policies for disaster recov-
ery purposes. Testing is also performed periodically to check for disaster recovery.
In addition to daily snapshots, data can be synced across the datacenters for offsite backups and disas-
ter recovery.

Nutanix natively offers fine-grained VM centric snapshots that eliminate VM to LUN mapping seen in the 
traditional LUN centric approach. Nutanix uses the preferred Read-On-Write (ROW) implementation for 
its snapshots, that redirects any updates to the existing protected data to a new location. None of the 
existing metadata or data in the snapshots needs to be copied or moved. As a result, ROW snapshots do 
not suffer the performance impact of the alternative, copy-on write snapshot implementations.

Nutanix can efficiently replicate snapshots of individual VMs from a primary system to one or more sec-
ondary systems at different sites. Replication is flexible and bi-directional, enabling one-to-one, 
one-to-many, and many-to-one topologies. VM snapshots can be asynchronously replicated or backed 
up to another datacenter on a user-defined schedule.

Nutanix Data Protection is further complemented by the rich enterprise storage features of the underlying 
Nutanix Enterprise Cloud Platform, such as intelligent tiering, deduplication, erasure coding, compres-
sion, and distributed self-healing.

Hyper-converged infrastructure
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Figure 1: Nutanix Hardware at two different sites showing snapshot and replication.

Figure 2: Additional Features of Nutanix Hardware

Additional features are given in Figure 2 below:
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Nutanix NX-8235 Server

2x Intel Xeon Processors
512 GB RAM
Multi-terabytes Hybrid Hard Disk Drives
2x 10Gbps Network Connectivity for redundancy
2x redundant platinum power supplies
IPMI Connectivity for remote management
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While datacenter, network and hyper-converged 
infrastructure redundancy and high availability 
ensures customer applications continue to oper-
ate optimally without any downtime most of the 
time, application level high availability ensures 
that business continues to operate even if appli-
cation develops some issue due to misconfigura-
tion, bug or any other unforeseen event. This is 
achieved through configuring multiple instances of 
applications which can be setup within the same 
datacenter or across the datacenter and load 
balanced through application delivery controllers 
or through application level configuration.  This 
architecture is also useful when performing main-
tenances or upgrades and ensures Business 
continuity.  In case of a disaster, applications can 
be restored through backups and network traffic 
can be routed to another instance running in 
failover or high availability mode.

Hosted workspaces and
applications Availability

dinCloud has strong crisis management capabili-
ties in place with representation from senior 
leaders across the organization, including over-
sight from an executive team with its own tailored 
plan. Each plan documents the procedures for 
identifying and assessing the severity of events, 
and contains position descriptions along with 
operational checklists for team members. Com-
munication processes and protocols ensure that 
customers receive clear and timely updates in 
addition to the standard incident communications 
process. Crisis management exercises for each 
team are conducted at least once per year to 
ensure that we stress-test our processes and 
procedures.

Crisis Management and Business
Recovery

Business recovery plans have been developed for 
data center colocation. A business impact analy-
sis is used in the planning stage to gather data, 
identify business process recovery priorities and 
document systems, applications and maximum 
allowable downtime. Plan owners and plan build-
ers assist in developing and maintaining plans 
that contain the detailed information necessary to 
execute department business process recovery 
strategies. They include a description of the 
strategy the business function will employ, as well 
as the resources and procedures to recover 
business processes within their recovery time 
objectives (as documented in the business impact 
analysis).

Business recovery plans consider the critical 
number of sta� required to perform key business 
functions and are tested annually.

The figure 3 below, provides details of the virtual 
data-center environment set-up for Customers. 
The following components of dinCloud service are 
shared between customers.

High-Level Virtual Data-Center
Design
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 Physical switches
 Physical Internet Routers
 Internet Connectivity, VLANs and subnets
 Datacenters
 Management Tools for managing dinCloud 

Infrastructure (including Nutanix hosts, 
physical routers and switches, dinManage 
Cloud Portal for orchestration)
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Figure 3 shows different components and layers 
of dinCloud’s Infrastructure services. The diagram 
also displays how Hypervisor and IPMI networks 
are connected to the physical clusters and are 
accessible from dinCloud management network. 
Starting from the top, these layers include Internet 
connectivity, physical network switches, physical 
hosts and the virtual resources
Yellow boxes represent shared Infrastructure and 
tools. As shown in the diagram shared resources 
shown in yellow color includes Internet connectivi-
ty, physical switches and management tools for 
managing the physical Infrastructure.

Green boxes show dedicated Infrastructure, 
dedicated firewalls, dedicated VLANs and other 
Citrix backend resources and VDIs for the cus-
tomers who require dedicated hardware. 
Blue boxes show shared Infrastructure resources 
for dinCloud customers who are provisioned on 
multi-tenant infrastructure.

The lower layer shows dedicated virtual resources 
for customers. These virtual resources include 
dedicated firewalls, VLANs, subnets and virtual 
machines including session hosts and published 
apps. They are dedicated for each customer on 
multi-tenant physical hardware servers 

As shown in the figure 3, Customer A resources 
are segregated from Customer B resources on a 
separate cluster with only physical hosts, physical 
storage, physical switches and Internet routers 
being shared between these clusters.  Logical 
separation is provided on the physical network 
switches through dedicated VLANs per customer. 

The diagram also shows how dinCloud manage-
ment network and tools connects to shared and 
dedicated physical resources.

Various colored lines show how traffic flow from 
different customers as it crosses different infra-
structure layers to access virtual resources dedi-
cated for each customer. 

Access-lists are placed on each firewall interface 
to only allow network traffic based on the require-
ments to connect to various applications.  This 
includes access-lists on the Internet facing inter-
face, DMZ interfaces, inside interface etc.
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Figure 3: High Level Virtual Datacenter Design
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